OzoBlockly Editor—Hash Table Program—Student Guide
by Richard Born, Associate Professor Emeritus, Northern Illinois University

Introduction

A hash table is a data structure that stores data in (key, value) pairs. It allows for very
fast insertion, searching, and deletion operations, even for very large tables. The key
is converted into an index into the table by a process known as hashing. Then the
value associated with that key is stored along with the key at the hashed address.

For example, suppose that we have (student ID, value) data pairs, where the student
ID is a unigue number assigned to each student and value is information about the
student. This information may include the student’s first and last name, home
address, and telephone number, among other information about the student. To
keep things simple, we’ll assume that the student ID is a 3-digit number between 100
and 999, and the value is the student’s first name. Figure 1 shows the (student ID,
Name) data pairs that we will use in our study of the hash table concept.

Student
D 253 | 421 408 678 304 365 804 211 360 906 923 316
Name Bev | Rich | Sue | Denny | Mark | Carol | Diane Ed Steph | Greg | Gloria | Jim
Figure 1
What is Hashing?

Hashing is the process accomplished by a function that takes the key, in this case the student ID,
and converts it into an integer index specifying the location in the hash table where the (key, value)
datais to be stored.

There are a wide variety of hashing functions. We’ll use a very common one that finds the
remainder when the key is divided by the size of the hash table. Suppose that our table size is 17
and takes the form shown in Figure 2. With a table size of 17, the indexes will run from 0 through
16, as shown to the left of the table. Two separate one-dimensional arrays will be used to store the
Student ID and Name.



Let’s take Bev as an example. When her student number 253 is divided by the table size 17, the
remainderis 15, so starting with an empty table, her student ID and name would be stored at index
15in the hash table.

Next, let’s suppose we want to add Rich to the table. His student number 421, when divided by the
table size 17 gives aremainder of 13. So, Rich’s information is stored atindex 13.

Next, let’s suppose we want to add Sue to the table. Her student number 408, when divided by the
table size 17 gives aremainder of 0. So, Sue’s information is stored at index 0.

So far so good!

Hash Table
Student ID Name
0 408 Sue
1
2
3
13 421 Rich
14
15 253 Bev
16
Figure 2

Collisions

Next, let’s suppose we want to add Denny to the table. His student number 678, when divided by
the table size 17 gives a remainder of 15. Oh, oh! Index 15 is already in use by Bev. We have what
is known as a collision. There are a variety of ways to handle collisions in hash tables. We will
make use of a simple one known as linear probing. This technique for handling a collision searches
the table in a stepwise fashion beginning with the location following that of the collision. When an
empty location is found, the data is stored at that empty location. With this in mind, we see that
index 16 is empty, so Denny’s data is stored at index 16 in the hash table, as shown in Figure 3.

Next, let’s suppose we want to add Steph to the table. Her student number 360, when divided by
the table size 17 gives a remainder of 3. So, Steph’s information is stored at index 3 in the hash
table. No problem.

Next, let’s suppose we want to add Diane to the table. Her student number 804, when divided by
the table size 17 gives a remainder of 5. So, Diane’s information is stored atindex 5 in the hash
table. Again, no problem.



Hash Table

Student ID Name
0 408 Sue
1 304 Mark
2
3 360 Steph
4
5 804 Diane
13 421 Rich
14
15 253 Bev
16 678 Denny
Figure 3

Making the Hash Table Circular

Next, let’s suppose we want to add Mark to the table. His student number 304, when divided by the
table size 17 gives a remainder of 15. So, we would like to store Mark’s data atindex 15 if it was
available, but it is not. The nextindex 16 is also taken and we are at the end of the hash table. So,
what do we do? One way to solve this problem is to continue the search back at the beginning of
the hash table atindex 0, searching until you find an empty location. If we do this, then we would
store Mark’s information atindex 1, as shown in Figure 3. In effect, we have made the table
circular, continuing the search at the top of the table when the end of the table is reached.

Some Comments on Efficiency of Our Hashing Process

A great deal depends on the randomness of the hashing function algorithm and on the density of
the items in the table. If the hashing process separates the input items well, and if the table is far
from full, then the search will identify most items after one or a small number of comparisons.

The “fullness” of a hash table is characterized by what is known as the load factor. This is the ratio
of the number of elements stored in the table to the size of the table. A low load factor, meaning
many empty locations, generally leads to better performance when using a linear probe.

A problem with using a linear probe with a hash table is that clumps of data tend to develop. You
saw this with the fact that Bev, Denny, and Mark all initially hashed to index 15. This resulted in the
clump 15, 16, 0, 1. An alternative method for handling collisions makes use of a technique called
separate chaining. Each location in the hash table contains a linked list, where items hashing to
that key are stored. Our hash table, however, will make use of a linear probe as we have discussed
this technique in great detail in the preceding sections of this lesson.



Overview of Our Hash Program

Ozobot Ari or Evi will be the main players in our hashing program. With Evo, all user interactions,
including data input and message output, will take place in the Terminal located in the bottom right
corner of the Ozobot Editor screen. Evo will only display a top light colored green, blue, or red.
Green means that the Add Student function is being executed. Blue means that the Search Table
function is being executed, and red means that the Delete Student function is being executed.
When using Ari, things get much more interesting. This is because all user interactions in the form
of data input and message output are accomplished with Ari. You simply hold Ari in your hand,
enter student IDs and names on Ari, and Ari responds with appropriate messages related to the
current task—no need to look at the Ozobot Editor screen!

The program is designed to keep the user completely aware of what is happening for each of the
three functions Add Student, Search Table, and Delete Student. For example, if the user asks to
add a student when the table is full, the user will be informed that the table is full. If the user asks
to search for a key thatisn’tin the hash table, the user will be informed of this fact. If the user asks
to delete data thatis in the table, the user will be given the option to cancel the deletion before it
takes place.

In our discussion of the hashing program, a code review in the form of comments will be used to
help you understand the fine details of the main program and each of its subroutines. The program
contains more than 360 blocks, but its modular design makes it much easier to follow.

This program makes use of blocks from most of the block categories in level 5 of the Ozobot Editor.
Do not hesitate to consult the Reference Guide, which can be opened on the right side of the
Ozobot Editor screen, if you need help with any of the blocks. These blocks include the following
categories:

Evo/Ari
User 1/0
Text
Logic
Loops
Math
Lists
Variables
Functions

After you have studied the code review and feel confident that you understand the details, the real
fun begins. You will add students, search the table, and delete students from the table. There is a
helpful aid each time that you add a student to the table. The hash table index, student ID, and
Name will be displayed in the INPUT/OUTPUT region at the bottom of the Ozobot Editor screen.



The Main Program

The main program creates the hash table consisting of two arrays which are used to store (key,
value) entries of studentlDs and student names. lItis also designed to handle the three major tasks

involved in working with this hash table—adding students, searching the table, and deleting

students. Figure 4 shows the blocks making up the main program along with comments that detail

the blocks.

Keeps track of how many students are in
the hash table.

The number of "buckets" in the list is
set here.

Each element in the "key” array is initialized at
-1, meaning the bucket is empty.

The value array will contain student names

B
We can think of the table as existing for all
time, during which additions, searches, and

-

A green top light indicates that the user is in
the "Add Student” action. If the number of
students in the table is == the list size, a
corresponding message is displayed and the
next iteration of the forever loop occurs. Else,
the function to add an item to the hash table is

deletions can be made as necessary. i

| called. P

which are strings, initialized as empty strings o

Ablue top light indicates that the user is in the

"Search Table" action. If there are no students

in the table, a message is displayed that the

table is empty, followed by the next iteration of

the farever loop. Else, the function to search
the table is called.

e

A |
o'_}‘

A red top light indicates the user is in the
"Delete Student” action. If the table is empty, a
message to that fact is displayed, followed by
the next iteration of the forever loop. Else, the
function to delete a student is called.

I

-

r o

Program start
m set top light color [l

=54 numberCiStudentsinTable - /D)

set io

| actionSelection + |

] Delete Student L4

Figure 4




Supporting Functions

There are several functions that support what is accomplished by the main program and the Add
Student, Search Table, and Delete Student subroutines. These supporting functions are shown in
Figure 5 along with comments that provide detailed information.

| This funclion allows the user 1o select which ane of three acions = desred,

| There are theee possible prompls coresponding lo e fhree actions Add
Student, Seanch Table, and Delete Studenk

| ) (TR e for TSIl wilh massage
-~ Otian 1

: ; Opiion 2
This function allows the user 1o enter 3 single digt in e ;
| three digit sludentiD kiey thal virics from 100 to 596, | Optian 3

Optian 4
Option §
Optiin &
Option 7
Dplian B
Ogtian 8
Ol 10

ﬂEa:h digit eniered will be an integer from 040 8.

2ot [EEGEUED o 1 Gel Dight from User with:

This funciion is uesd b snber S hundreds, lene, and oes digils of =~ & — e
the studentiD, afler which il calcilates the student 1D s a number il 2 (Gl Digil from Lisar with:
Esbween 100 and £33, -

e e

G| [T promipt for £ IEE wilh miessage
Option 1
Opticn 2
Opficn 3
Opfion 4

Option &
| the user when entering the studentiD and name af the student. pon
| Additianal aplions can be added i provide moea names, i desired, Option T

Dpticn 8

- Opfion §
| This functian provides 2 list af student names that can be ssleced h,]

Option 8
Ojption 10
Gpfion 11
Opfion 12

mfurn

Ve oo

sl (TEGEIEER = ¢ [0 prompt for ETETIEE with message

T Rt T it Bt gt Exaes e s o e Y95 |
| an impending student delatian,

O valie - f oot B8 Blindes - |

Figure 5




The “Add Student to Hash Table” Function

The function that allows adding items to the hash table is the first of the three major functions
associated with hash tables. The entire function is shown in Figure 6, with comments that detail
the program logic.

[ This subroutine is called only if the hash table is not full. ]

& . Add ltem to Hash Table

[ The user enters the three digit studentlD
k

[ The user enters the name of the student associated with the student/D. S il Input Student Name

=

| This is the hashing function. The studentlD is divided by the size of the
' hash table. The remainder is the index at which this student will be stored

-
If the indexed location is empty, then the student's data is stored at that the
indexed location, and we break out of the inner repeat forever loop.

L

' Else, we will try the next location in the hash table by increasing the
index by 1.

Here is where we make the hash table circular. If the current index is Ij

equal to the list size, the index is set back to 0, the beginning of the
hash table. The next interation of the inner repeat forever loop is
then executed.
L !
4
We get to this print message block once there is a breat out of the inner

o Pinimessage (] ercate ot wih inicll” o (680 6. oo |
forever loop, as an empty location has been found. The user is =— —
informed that the requested student has been added to the hash table. «@»

| infist (i - |

| continue with next iteration

These three print to IO console blocks exist solely for the purpose of
instruction for anyone running this program. They print the index,
studentlD, and name of the student that has just been stored to the
INPUT/OUTPUT regicn at the bottom of the Ozobot Editor screen.

4 Added &2
| ) printto 10 console (M58
prntol0 console {finkst. (=D |CTED [index - ]

s
print to 10 console | i inlist

This causes a break out of the outer loop and the end of execution of
the "Add Item to Hash Table" function.

= CgE—— 1

Figure 6
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The “Search the Table” Function

The second major function used with hash tables provides the ability to perform a key-based search
of the table. The user would enter the key in order to get value information regarding that key. Such
a search is generally very fast for a table with a load factor not exceeding about 70%. If the key is not
in the table, then the entire table must be searched to determine this fact. The entire function is
shown in Figure 7, with comments that detail the program logic.

[ This function is called only if the hash table is not empty. J

* ] s

[The user enters a 3-digit student ID.

——————

| Search theTable

. This is the hashing function. The starting index is - — $ em
the remainder when the studentlD is divided by the :
size of the list. | ) set to

The starting index is saved to check for
when all locations have been searched.

\

This repeat forever loop can be exited when
necessary by the use of a break out of loop block.

(! -
! in st Lget - | # - |l index - |

If the studentID equals the key at the current index, then a
message Is printed that the search item has been found. Then
there is a break out from the loop exiting the function.

Else, the current index is increased by 1 and adjus-téd to O if a.t the-
end of the list.

-

\

Il 17 Not found 2
break out

If the current index equals the original index, then all items
have been checked, meaning the entire table has been
searched and the search item has not been found. A message
is printed indicating the item was not found. A break out of look
block ends the execution of the function

Figure 7

This space is intentionally left blank.



The “Delete a Student” Function

The third and final major function used with hash tables provides the ability to delete an item from
the table. The overriding logic is similar to that of the search function, but with special details that
must be considered in the deletion process. The entire function is shown in Figure 8, with
comments that detail the program logic.

[ This function is called only if the hash table is not empty.

‘. Delete a Student

[| The user enters a 3-digit student ID. : ] 2 udent 10
=

This is the hashing function. The starting index is the *| = 11 originalindex + L index -
remainder when the student ID is divided by the size . o
of the list. v -

The starting index is saved to check for e do n a55a0e create te i Found
when all locations have been searched. v

value - - B # - M index -

This repeat forever loop can be exited when

necessary by the use of a break out of loop block, es Or No G Yes

If the studentlD equals the key at the current index, then a message is
printed that the student to be deleted has been found. !
£

= . T S 0D e O
/ R ————— = b =

The user is asked if the deletion is really wanied. If so, a message is o gise p essage Deletion Cancelied
printed that the student has been deleted, the key is set to -1 to indicate I

that the location is once again available, the value is set to the null string,
and the number of students in the table is decremented by 1. ELSE, a

message is printed that the deletion has been cancelled. With this 59 =
transaction completed, there is a break out of loop block. v i g - 1

break out

Since there was not a match, the current indexis 2 - do ot CTTTEE to ol
pointed to the next location in the has table. W,

The index is adjusted to 0 if the end of the table g g P S EC ZLUSL Studentll =
has been reached, making the list circular. Not found.

break out

If the current index equals the original index, then all items in the tabie have
been scanned and the student to be deleted has not been found. A message
indicating the student has not been found is printed. A break out of loop block
ends execufion of the function

Figure 8
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Working with the Hash Table Program

Part 1

1.

Open the hash program by entering the share code um7yi7f. You will note that the listSize
variable is setto 17. Leave it at this value and then RUN the program.

Set up the Ozobot Editor screen so that the left half shows the program blocks, and the right
half shows the INPUT/OUTPUT region. Do this by clicking on the split screen icon that
appears at the far right of the INPUT/OUTPUT region.

Enter the following students in the order given as discussed on pages 1 through 3 of this student
guide: Bev, Rich, Sue, Denny, Steph, Diane, and Mark. While entering the student data, you will
see the index location where the data is stored, the student ID, and the student name displayed
in the INPUT/OUTPUT region for each student. When all seven students have been entered, the
INPUT/OUTPUT region should appear as shown in Figure 9, in agreement with the discussion on
pages 1 through 3 of the student guide. This region shows data only when it is entered via the
function that adds students to the hash table. This region will not show any deletions. The
intent is to let you know the index into the hash table when student information is added to the
table. The index does not appear on either Ari (or the Terminal if you are using Evo), as the index
is intended to be transparent to the user.

INPUT/OUTPUT PYTHON PREVIEW

15
253

Bev
13
421
Rich

483

Figure 9

4. The table of Figure 1 indicates that the studentID for Greg is 906. Before adding Greg to the

hash table, manually compute the index location from the hashing technique, i.e., finding the
remainder of the studentID 906 when divided by the list size 17. What index do you obtain?
Again, before adding Greg to the hash table, what index will Greg’s data be stored at and why?
Now add Greg to the hash table. Atwhat index was his data stored?

5. Whatindex will Ed’ s studentID hash to? Add Ed to the table—were you correct?
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1

1

1

0.

1.

2.

Now consider adding Gloria to the table. What index will Gloria’ s studentID hash to? Where
does Gloria’s data actually get stored? Explain why.
Now consider adding Jim to the table. What index will Jim’ s studentID hash to? Does Jim’s
data get stored at that index in the hash table?
Our final student is Carol. What index will Carol’s studentID hash to? Does Carol’s data get
stored at that index in the hash table? Explain why.
Now do a couple of searches:

a. Search for Mark (studentID is 304).

b. Search for Ed (studentID is 211).

Both should be Found, as you have stored them in the table.

Orient the blocks on the left half of the screen so that the “Search Table” function is in view.
Consider searching for a student whose ID is 467, not in the table. What index will this ID hash
to? Observe the flashing of blocks as the subroutine is executed? Explain what is going on and
why.
Assume that Mark (studentID 304) is no longer attending the school. We want to delete his
information. Orientthe blocks on the left half of the screen so that the “Delete Student”
functionis in view. Observe the flashing of blocks as the subroutine is executed? Explain what
is going on and why. Select “Yes” on the screen to confirm the deletion.
Now let us make sure that Mark has been deleted by searching for his studentID 304. Explain
what happens and why.

13. What is the current load factor of the hash table?
14. STOP the program.

Part 2

1.

2 ©®NoO

0.

With the hash program stopped, change the listSize variable to 3. While you would never make
such a small hash table in practice, we are doing so here so that you can investigate what
happens when trying to add, search, or delete items from a table that is either empty or full.
RUN the program with this new listSize.

With the table currently empty, try searching for Bev (studentID 253). What happens?

With the table currently empty, try searching for Jim (studentID 316). What happens?

When adding students to this table, what are the possible values for the index based on our
hashing technique of finding the remainder when dividing the student/D by the listSize?

Add Carol (365), Greg (906), and Gloria (923) to the hash table. Then try to add Rich (421) to the
table. What happens? Atwhatindexes are Carol, Greg, and Gloria data stored, respectively.
Try searching for Sue (408). What happens?

Try searching for Greg (906). What happens?

Delete Gloria (923). What happens?

Try to delete Sue (408). What happens?

STOP the program.

11



Part3

With the hash program stopped, change the listSize variable to 47.
Add all of the students in the table of Figure 1 to the hash table.
Were there any collisions?

PowObd-

What is the current load factor of the hash table? What do you conclude regarding the
relationship between the number of collisions and the size of the hash table?

Learn More About Hash Tables Using Ozobot and a Large Language Model (LLM)

You may be wondering what an LLM is. Itis a type of artificial intelligence (Al). Accordingto
Wikipedia, “A large language model (LLM) is a language model trained with self-

supervised machine learning on a vast amount of text, designed for natural language

processing tasks, especially language generation.” LLMs provide some of the basic capabilities of
chatbots including the popular ChatGPT. LLMs are also used in prompt engineering, as is the case
with Ozobot Editor’s LLM Bot.

You have already learned how to design a hash table with the add, search, and delete capabilities.
But now you will see how to design a simple LLM Bot with the purpose of determining some hash
table applications. Infact, you will quickly see that hash table applications will be the prompt, with
the goal of obtaining examples of generated language from this prompt.

As shown in Figure 9, you will need to add either Evo or Ari and an LLM bot using the Ozobot Editor’s
Devices menu selection. The figure shows Ari_1 and LLM_Bot_1 as the selected devices.

Open App Store
Ready /X
Ari_1(6cbb1bb5)

UMbot (LM Bot 1) ¢ X
| Model: OpenAl (mini) ~|
| Initial prompt:

Add device

o) (o) ()

remaining LLM credit

Figure 9

There are several language models you can use, but the Open Al (mini) is strongly encouraged. You
will also note at the bottom of Figure 9 that you are allowed a certain amount of LLM credit each
day. When that green bar turns red, you are running low and when it is gone, you will have to wait
until the next day to work with your LLM bot.
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Figure 10 shows the program on the left. It makes use of the Devices block “with actor ... do.” It
also makes use of the Exceptions block “try to do ... in case of exception do.” The “printto IO
console” block has asked the LLM to search the LLM for a string (without the use of a camera)
based on the prompt “Hash table applications.”

An exception is an event that occurs during the execution of a program, disrupting the normal flow
of a program’s logic. According to the Ozobot Editor’s Reference guide, “the LLM block can fail for
a variety of reasons (inappropriate content, LLM error, depleted credits).” For thatreason, itis
recommended that the LLM block be used within a Try/Catch block. In our little program, we have
asked that the message LLM ERROR be printed to the 10 console.

INPUT/QUTPUT PYTHON PREVIEW clear
Hash tables are widely used in computer science and programming d EN
ue to their efficient data storage and retrieval capabilities. So
me common applications include:

1. **patabase Indexing:** Speeding up data retrieval by indexing
keys.

2. **Caching:** Storing previously computed results for quick acc
ess.

3. **Symbol Tables in Compilers:** Managing variable names and sc
ope.

4. **Implementing Sets and Maps:** Providing quick insert, delete
» and lookup operations.

5. **pistributed Systems:** Load balancing and data partitioning.
6. **Password Storage:** Storing hashed passwords securely.

7. **Counting Frequencies:** Tracking occurrences of elements in
datasets.

These applications leverage the average-case constant time comple
xity for search, insert, and delete operations that hash tables o
ffer.

Figure 10

When the program is run, you will see language generated from the prompt “Hash table
applications” in the INPUT/OUTPUT region on the right. Do not expect the language generated to be
identical to that shown in Figure 10, but comparable results regarding hash table applications can
be expected. Remember that the Al (artificial intelligence) LLM model is searching through
thousands of documents and randomly selecting those deemed appropriate to the specific search
prompt.

For example, when the program was run a second time, the language shown in Figure 11 was
generated.

INPUT/OUTPUT PYTHON PREVIEW clear [

Hash tables are widely used in computer science for efficient dat
a storage and retrieval. Some common applications include:

. Implementing dictionaries and maps to store key-value pairs.
2. Caching data to quickly access frequently used information.

. Database indexing to speed up data retrieval.

. Symbol tables in compilers to manage variable and function nam

5. Detecting duplicates in datasets.
6. Implementing sets to quickly check membership.

Hash tables provide average-case constant-time complexity for ins
ertions, deletions, and lookups, making them very useful in many
algorithmic contexts.

Figure 11
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Here are a few more prompts related to hash tables. Try them out. You will be amazed at
what you can learn about hash tables and the capabilities of large language models!

What s the difference between separate chaining and open addressing in hash tables?
Five true/false questions related to hash tables

Whatis a technique to hash a letter to an index in a hash table?
What are typical sizes for hash tables in real world applications?
Why do hash table often have a size thatis a prime number?
How are hash tables used in spell checking?

What color are hash tables?

How can | describe a hash table to a third-grade student?
Translate to Swedish: "Hash Tables For Dummies"

Lesson plan for studying hash tables

Provide a worksheet on hash tables

What grade levels typically study hash tables?

Can hash tables get dusty?

Can hash tables get cluttered?

Provide 3 short answer questions related to this paragraph: "A hash table is a data structure

that stores data in (key, value) pairs. It allows for very fast insertion, searching, and deletion

operations, even for very large tables. The key is converted into an index into the table by a

process known as hashing. Then the value associated with that key is stored along with the

key at the hashed address."
True or False: In a well-designed hash table, the load factor affects the performance of
operations. [For this prompt, have the LLM ask for a Boolean—a true or false value.]
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